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1. MOBILE DEVICE DATA EXTRACTION PROCEDURE

1.1. Purpose 
1.1.1. The purpose of this procedure is to extract data from mobile devices and/or removable 

media utilizing the most appropriate examination tool. 

1.2. Scope 
1.2.1. This procedure describes an overview of the steps taken by analysts in extracting data 

from various types of mobile devices submitted for examination.  

1.3. Equipment 
 Forensic workstation 
 Appropriate examination tool for mobile devices (software and/or hardware)
 Forensic storage drive/flash drive for data storage 
 Shielding enclosure (Faraday device)
 Digital camera

1.4. Overview
1.4.1. Mobile devices are designed to communicate with cellular networks, but also may be 

capable of connecting wirelessly to other devices via Wi-Fi, Bluetooth, or infrared 
connections. Allowing a device to receive a signal from a network or wireless connection 
can result in a change in the data contained on the internal memory of the device.  
Remote wiping is also a concern.  

1.4.2. While powered on, cellular devices are always attempting to establish asynchronous 
communication with cell towers or other wireless channels to enable the devices to 
perform as designed.  Therefore, mobile devices should be powered OFF when submitted 
for examination.  If, during processing and/or transportation, it is necessary to power on 
the mobile device, the device should not be allowed to connect to surrounding networks.  
The device should be placed into airplane mode, if possible. Faraday enclosures are 
utilized to prevent external connectivity if airplane mode is not enabled.

1.4.3. Mobile devices are produced by a variety of manufacturers, each utilizing their own 
unique operating system, version or implementation of an operating system, applications, 
data storage services, peripherals, and file structure systems. Due to this, it may be 
necessary to utilize several different acquisition tools in order to extract and document 
the desired data from a mobile device. Qualified analysts determine the best acquisition 
tool(s) to be utilized to conduct an examination.
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1.4.4. Mobile devices often contain removable storage devices such as media cards.  These 
removable devices are processed via normal computer forensic imaging procedures (see 
Physical and Logical Imaging Technical Procedure).  

1.5.  Procedure 
1.5.1. The analyst should visually examine and photograph the mobile device and document the 

following: (Analysts should ensure that the camera is securely mounted before 
photographing evidence)
 Appearance
 Condition 
 Presence of any removable digital storage devices (e.g., integrated circuit cards, flash 

memory, etc.) 
 Identifying information (e.g., manufacturer, model number, etc.) 
 Unusual markings and defects

1.5.2. It is preferred to do the visual exam and photographs prior to the imaging process, but 
circumstances may dictate doing so after the image extraction is completed.  All steps, 
where applicable, must be documented. 

1.5.3. If the target device is submitted in a powered-on state, place the device into airplane 
mode, if possible.

1.5.4. If powered off, place the device into a shielded enclosure, power on, and place into 
airplane mode, if airplane mode is supported.

1.5.5. Attach the device with appropriate connectors for data extraction.
1.5.6. The tools that are appropriate for the examination of a mobile device will be determined 

by factors such as the examination request, the type of mobile device to be examined, and 
the presence of any external storage capabilities.

1.5.7. A communication channel must be established between the evidence device and the 
examination machine.  The device must be detected successfully before the analyst may 
proceed with an automated examination.

1.5.8. It may be necessary to utilize various acquisition methods in order to extract as much data 
as possible. 
1.5.8.1. If the evidence device cannot be successfully connected to an examination 

machine, but the device contents are accessible by visual examination, the 
requested evidence may be documented manually by photographing the content 
of individual screens.  

1.5.8.2. If evidence is visually observed on the device, but automated software extraction 
does not support the specific task to extract that visual evidence, then those 
specific screens may be photographed to supplement the automated extraction 
report. 
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1.5.8.3. Manual examination will be used when a data connection cannot be established 
with the device or the electronic extraction does not retrieve information that is 
visible by interacting with the evidence manually.  In these instances, analysts 
shall work in consultation with the requesting agency to photograph or video 
requested data that can be seen on the device through manual examination.  An 
effort will be made by the analyst to document the requested data as completely 
as possible with the understanding that some data, due to limitations of the 
phone's operating system or physical condition of the device, may not be 
completely documented.

1.5.9. Analyze the device and resident data to identify and recover specific data that addresses 
the extraction request. Document the details of the analysis.  

1.5.10. Discrepancies noted during the examination must be documented in the case record.
1.5.11. The following information, if applicable, should be documented in the case record:

 Shielding method(s) employed
 Hardware(s) and software(s) (include version) used for the extraction.
 Record if the imaging fails and/or other recovered data discrepancies.
 Devices that are not supported by software may have the display content 

photographed through manual extraction, as described above.
1.5.12. The forensic copy and work product may be exported to the forensic server into an 

appropriately labeled case folder structure for temporary backup purposes and review.  
1.5.13. There may be instances where the brute force client is running on a mobile device in 

order to obtain the passcode.  Depending on the passcode and device, this process 
could take anywhere from days to years.  
1.5.13.1. A device running a brute-force client will remain in the custody of the 

Multimedia section in a secure work area until the passcode is obtained, or the 
evidence is requested back.

1.6. QC Verifications
1.6.1. After processing mobile devices, analysts shall always verify the accuracy of the data 

extracted from the device where possible:
1.6.1.1. The analyst shall ensure that the identified and recovered data is an accurate 

depiction of what is on the submitted mobile device through visual comparison. 
This comparison may be accomplished by randomly picking extracted data and 
comparing it to the data displayed in the mobile device. Another way to confirm 
an accurate data extraction is to verify that the mobile device has the same phone 
number from the SIM card (and/or serial #/IMEI). The method used to verify 
results will be documented in the case record.

1.6.1.2. This may not be possible if the device has a passcode, lock, damage, or secure 
startup.
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1.7.  Limitations
1.7.1. It may not be possible to bypass securities to obtain information from a mobile device or 

to utilize forensic examination software to successfully connect to the device to obtain 
intelligible, stored data.  Furthermore, the device may be physically damaged, preventing 
connection and/or manual review of device content. 

1.7.2. Currently there is no forensic product that acquires or parses all electronically stored 
information from every type of mobile device.  Multiple forensic products and/or manual 
preservation (photography, video recording, and/or transcription) may be necessary to 
document the information observed on the mobile device’s display, where possible. 

1.7.3. Forensic examination devices or software may not identify or recover all electronically 
stored information on all devices. This limitation can be identified through a manual 
review of identified and recovered data, unless a visual review is not possible (password 
lock, damaged screen, etc.).

1.7.4. There is no hash verification required for cell phone and portable device imaging due to 
the volatile nature of memory storage and due to the fact that communication channels 
must be established between the forensic examination device and mobile device.   
Therefore, some writing to the device is required to access the internal memory.

1.7.5. Devices often arrive with varying degrees of damage. When this damage prevents data 
extraction, the analyst may need to repair the device. Repairs to an already damaged 
device come with risk of further damage. In cases where the search authority is “consent”, 
approval should be obtained from the investigator before the phone is repaired. Any 
additional damage occurring during repair should be documented in the report. 


